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Valora Technologies

Methodology
Proven Process & Best Practices

▪ 20+ year pioneers in InfoGov

▪ In-house Professional Services team

Technology
Enterprise-grade SaaS platform

▪ Flexible, scalable, customizable

▪ True AutoClassification engine

360° View
Single pane of glass

▪ Un/structured, on-prem/cloud, SaaS

▪ Identify, classify, defensibly disposition

Trusted by 

Data Governance, Records Managers, 
Legal, Compliance & IT teams

to defensibly govern their data.

Automates the 

discovery, identification, 

classification & defensible disposition 

of content across the enterprise.

Information Governance platform 
leveraging proprietary

AutoClassification technology & 
machine learning (AI) algorithms.



Use Cases

▪ ROT Processing

▪ Rich Metadata Attribution, 

AutoClassification by DocType

▪ Records Management

▪ Workflow Automation

▪ System Migrations

Reduces data to records of business value, 
rich metadata attribution & rules

Information Governance

▪ Privacy Regulations / DSAR

▪ Data Discovery

▪ Defensible Risk Mitigation

▪ Regulatory Compliance

▪ Reporting

ID files that contain personal data, 
mitigate risk, comply with regulations

Compliance 

▪ Early Data Assessment: 

data set reduction / eDiscovery

▪ Legal Hold

▪ Virtual Vault contracts management

▪ Mergers, Acquisitions & Divestitures: 

DD, Post-Merger Integration (PMI)

Reduces effort, reduces turnaround, 
defensible decisioning and audit trail

Legal / Finance 



Reducing Risk
& Exposure

✓ Uncover dark data

✓ Inform & action content

✓ Ensure compliance

Data Governance Risk
Where is it? What is it? 

Is it being handled properly?

Privacy Risk
Does it contain personal 

or sensitive data?

AI Risk
Source data clean & trusted for 

Generative & Extractive AI?

Compliance Risk
Onside with your own policies & 

regulatory obligations?



Agenda – the 3 R’s

▪ AutoClassification 101 

▪ How to AutoClassify & Defensibly 
Remove ROT

▪ AutoClassifying Records the Right Way

▪ Putting it all together: Retention & 
lifecycle management with 
AutoClassification

▪ How to get started
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AutoClassification 101

Everything you need to know 
about this exciting technology 
in 5 minutes or less!



METADATA

Creating tags that tell us about a file

What is Data Classification?

PDF

Created date

Contract

Expired
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Metadata is a “love note to the future”
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Metadata is a “love note to AI”

9



You CAN classify manually…

But how will you ever keep 
up?

Ultimately, is that the best 
use of your organization’s 
time and resources?

(And how will the quality 
be?)
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• What do we have?
• Where is it?

• What is it? (sensitive/PII)
• Who owns it?

• Where are the duplicates?
• What’s the risk?

Humans cannot keep up

ECMs & DMSs
Structured & unstructured

Cloud & on-prem 
Structured data

SaaS Web Apps
Structured & unstructured

Cloud & on-prem 
Unstructured data

Websites
& URLs

Communication Apps
Messages & attachments

Human Error

Inconsistency, interpretations/
reluctance, “not my job”

Compliance Risk

Regulatory non-compliance, 
retention & deletion errors

Scalability Issues

Impossible to keep up with 
volume of data

Limited Auditability

Lack of transparency, why 
things were categorized

Time Consuming & Costly

▪ 30 seconds = employee to manually classify 1 doc

▪ 1M docs 
    = 30M seconds / 8000 hrs ÷ 2,080 work hrs/year
    = 3.8 employee-years
    = 1 employee manually classify 264k docs/year

▪ Average employee in a business: 
    = sends/receives 100 emails, works on 10 docs/day

▪ 1000-person organization 
     = 110,000 doc/day 
     = 1.32M docs/year

▪ Been in business 20 years 
     = backlog of 438M docs
     = 1,664 employee-years to get through the backlog

▪ Get it done over 5 years = 87M docs/year
     = 264k docs/year/person
     = require a team of 329 humans

▪ US @ $65k/year average salary 
     = $21.3M in wages per year
     = $106.9M in wages over 5 years

▪ Overseas @ $5k/year average salary 
     = $1.65M in wages per year
     = $8.25M over 5 years

▪ That’s just to get through the backlog



AutoClassification

Software that performs 
automated analysis 
& disposition 
of file/document content 

A note about true 
AutoClassification – if you 
(or your colleagues) are 
doing the work, it isn’t 
AUTO!
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True AutoClassification

AutoClassification = Rich Metadata + Rules

Software that performs automated analysis & 
disposition of file/document content

File & Rich Metadata
 Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+

Answers the questions:

What is this thing? 
What do I do with it?

On what basis? (Why?)
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Sophisticated Classification

Creation Date
Signature Date
Effective Date

Last Activity Date
Expiration Date

Destruction Date

Author
Custodian

Content Owner
Recipient

Copyees (CC & BCC)
Assignee

Signatories
Patient Name

Brand
Legal Hold
Employee
Audience

Document Type

Language
Personal Data

Word & page count
Tone/Sentiment

Attachment Range
Security Level

File type/extension
Created date

Last modified date
Path name
Hash value

File & Rich Metadata
 Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+
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Highly customized

Facet 1: Service

Facet 2: Effective Date

Facet 3: T&Cs

✓ Service Agreement

✓ Termination Letter

✓ Financial Report

File & Rich Metadata
 Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+
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Comprehensive results

File & Rich Metadata
 Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

▪Determine the disposition & handling of content

▪ Typically follow an IF-THEN format, often nested

Disposition Rule Example:  
 IF the DocumentType = Contract  AND

 the Date < 1/1/2025,  THEN
 Mark File as ACTIVE (Retain CY +7)

Disposition Rules dictate:
▪ Retention
▪ Access Security Level 

(down to content level)
▪ Legal Hold
▪ Organization & Location of Content 

(also Identification)
▪ ROT: Duplicates, Obsolete, Junk
▪ PII, PHI & Sensitive Info
▪ Compliance
▪ Migration, Promotion of Content
▪ Litigation Collection & Production

▪ Optimized Search Results 
(other apps also)

▪ Trends & Forecasts
▪ Routing & Removal of inbound 

(or outbound) content
▪ Transformation Needs 

(ex: language translation, offensive 
materials removal, routing removal, re-
ordering, text creation, etc.)
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LGPIF Final.pdf                                          8/13/2016 9:26 AM                   Adobe Acrobat Document            171 KB

AutoClassification turns this…
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DocType = Contract

Effective Date = 2/1/2005

Term = 1 year
Renewals = two 1-year terms

Party Two = AMI Risk 
                      Consultants, Inc.

Keywords = Actuarial Services

Elsewhere:  exhibits, amendments, 
signatories, jurisdiction, cover page, 
etc.

Into this

RecordType = Contract

RecordClass = AP/AR Contract

Retention = Expiration + 5Y

Handling = Delete after         
authorization

Sensitivity = Confidential 
(protection/redaction based on user 
access class)

Retain or Delete?

18
Where? Access?

How long?
When? How?
Approval Needed?



RecordType = Patient Access IND

RecordClass = FDA Form

Retention = Submission + 5Y

Sensitivity = Confidential

Handling = Delete after          
                     authorization

Retain
Delete on Jan 5, 2029

Form = OMB No. 9010-0814

Drug Name = NeuroCure-X

DocType = Patient Access IND

Patient = J.M.S
Cross reference patient database:
Smith, James Morgan

Physician IND # = 3747-7892
Cross reference doctor database:
Dr. Pamela Jones

Another example of 
Automated Data 
Classification 

(AutoClassification)



“Single Pane of Glass” Dashboard View
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How does AutoClassification help?

PRODUCTIVITY
Maximizes human effort, 

increases productivity

DEFENSIBLE
Actions, decisions, movement 

& access is logged

IDENTIFIES & TAGS
Separates the ROT from 

content of business value

COST SAVINGS
Storage costs, 
human costs

EVERGREEN
Future-proofs your data. Content is 

always current, clean

CREATES 
INSTRUCTION

at the content level, 
based on metadata & rules

NO GUESSWORK
Remove inconsistencies, drudgery of 

manual efforts

SET IT & FORGET IT
STOP: “we really should…”

it will actually get done
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How to AutoClassify ROT

Find, Analyze, Remediate, 
Audit



What is ROT?

Content with no business, legal or regulatory value

Redundant

▪ Duplicates

▪ Backups & cloud storage

▪ Litigation Databases

▪ Shared/collaborative sites

Obsolete

▪ Past Retention

▪ Last accessed date

▪ Versions & updates

Trivial

▪ Personal content

▪ Cookies & markers

▪ Spam

▪ Low value docs
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Should it be ROTI?

Redundant

▪ Duplicates

▪ Backups & cloud storage

▪ Litigation Databases

▪ Shared/collaborative sites

Obsolete

▪ Past Retention

▪ Last accessed date

▪ Versions & updates

Trivial

▪ Personal content

▪ Cookies & markers

▪ Spam

▪ Low value docs

24

Inappropriate

▪ Gotten illegitimately

▪ Uncertain provenance

▪ Offensive or illegal

#\@$&!



▪ Typically, 40-50% of enterprise 
data is ROT

▪ ROT impacts:

How much ROT have we got?  What’s the big 
deal?

➢ Data storage costs

➢ Data breach exposure

➢ Litigation & eDiscovery fees

➢ Compliance & Data Privacy

➢ Organizational efficiency

➢ AI Readiness



What’s the risk?

Estimated that 50% of all stored enterprise content is ROT

Cost
▪ Storage & maintenance costs

▪ A large company with 10PB of 
data could be spending as much 
as $34.5m on data that could be 
deleted Compliance, Governance & Oversight 

Council (CGOC report) 

Lost Productivity
▪ Employees can’t find things

▪ Working with latest version?

▪ Workers spend 30% (2.5 hours) 
of their workday looking for 
content
(IDC Study)

Risk & Exposure
▪ Data Governance Risk: 

don’t know what it is / where it is

▪ Privacy Risk:  does it contain PII or 
sensitive data?

▪ Compliance risk: 
does this exist when it shouldn’t?
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What’s the risk & impact?

Estimated that 50% of all stored enterprise content is ROT

Cost
▪ Storage & maintenance costs

▪ A large company with 10PB of 
data could be spending as much 
as $34.5m on data that could be 
deleted Compliance, Governance & Oversight 

Council (CGOC report) 

Lost Productivity
▪ Employees can’t find things

▪ Working with latest version?

▪ Workers spend 30% (2.5 hours) 
of their workday looking for 
content  (IDC Study)

Risk & Exposure
▪ Data Governance Risk: 

don’t know what it is / where it is

▪ Privacy Risk:  does it contain PII or 
sensitive data? Big fines.

▪ Compliance risk: 
does this exist when it shouldn’t?



Understanding Duplicates

Goal: remove as much duplication as possible

Exact Duplicates

▪ Forensically identical 

▪ Hash Values match

Functional Duplicates

▪ 99% duplicates  

▪ Functionally identical, but 
forensically different (no Hash 
match)

Near duplicates

▪ (Similar) files are neither 
functionally or forensically 
identical

▪ May be similar or related enough 
to warrant their treatment as a 
family unit. Ex: Revisions

v1 v2
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Understanding Functionally Identical Duplicates

Image result for ms word file logo

Questions v12.doc
96 KB

Related image

FAQ Final.pdf
616 KB

Functionally identical 
based on content
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“Watch list” terms

Date

+ No further content

+ 4,000 ID copies

+ Heavy graphics

Auto

Classifying

ROT (junk)

RecordType = ROT

RecordClass = [None]

Retention = [None]

Handling = Delete 

Sensitivity = [None]
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AutoClassified ROT & Duplicates

It this file ROT?

▪ Yes

▪ No

If so, what type of ROT?

▪ Redundant

▪ Trivial

▪ Obsolete

What is the basis for the ROT tag?

▪ Redundant 
because it is an identical duplicate

▪ Obsolete
because it is past retention

▪ Trivial
because it is a non-record
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Team captain
identical dupes

Team captain
functional dupes

Identifying ROT:
Redundant



AutoClassifying Records 
the Right Way

Mapping to the Records Retention Schedule



Determine Broad Record Types
▪ Implement downward onto departments

▪ Individual employees “make it fit” into provided classifications

▪ RIM personnel are encyclopedic experts on Record Types

▪ Onus is on: department/employee

▪ Non-records managed by time

▪ Implement upward from content analysis

▪ SMEs design rules & classifications around known content types

▪ Onus is on: centralized IG team

▪ Non-records managed by valueUnderstand Specific Content

Top-Down vs. Bottom-Up Approach



Auto
Classifying
an Employee
Termination
Letter

Primary DocType = Correspondence
Secondary DocType = Termination Letter

Employee Name = Jacobson, Eric
Employee ID = 44701 (via HRM/DB lookup)

Effective Date = 2016-01-08

Keywords = “poor attendance,” “three 
written warnings,” “tardiness”

RecordType = Termination

RecordClass = Personnel Record

Retention = Termination Date + 7Y

Handling = Delete after         
authorization

Sensitivity = Business Confidential

Personal Data = Yes

PD Detail = Home Address



ROT YES/NO

▪ Simple umbrella classification Yes/No

▪ Summary of ROT Detail

DUPLICATE TYPE

▪ Identical (Hash) Duplicate

▪ 99% (Functional) Duplicate

▪ 75-98% (Near) Duplicate

▪ Unique

ROT DETAIL

▪ Redundant:  Identical Dupe

▪ Obsolete:  File Extension, Past Retention, 
Temporary, Draft

▪ Trivial:  Auto-Reply, Low Business Value, 
Non-Record, Code or Executable, 
Thumbnail, Logo, File Path, File Type, 
Logo

RECORD CLASS

▪ Based on Document Type, Source, 
Custodian/Author, Jurisdiction, 
Keywords, Personal Data/Sensitivity

EXPIRATION DATE

▪ Calculated from Date Hierarchy (differs 
by Records Type)

▪ Creation Date, Hire/Start Date, 
Termination Date, 

▪ Often triggered by events

           RETENTION PERIOD

▪ Direct inherit from Record Class (Rules) 

EXPIRATION HANDLING

▪ Automatic Deletion

▪ Approval Required for Deletion

▪ Quarantine

▪ Permanent Record

ROT, Records & Retention Classification Tags



Automated Retention Handling



3 Approaches to Disposition or “Actioning”

Client’s
IT Team

Action taken by: 
IT Team

Solution’s
Software Agents

Action taken by: 
Automated workflow

Client Employees
Self-Service

Action taken by: 
Employees
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Guiding Employees to Self-serve
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Putting it all Together

Retention & lifecycle management 
with AutoClassification



How do you do it? Data Discovery
Locate and inventory

AutoClassification
Content-based Classification 

Defensible Disposition
Automated rules & workflows

Intelligent Analysis
Full-text content analysis

Delta Monitoring
Ongoing scans & audits

1

2

3

4
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CRAWL 

Locate, ID content

▪ On-prem, cloud-based 
repositories

▪ Unstructured & 
structured repositories 

▪ Info on who, what, 
where, why, how

ACTION

Automate rules

▪ Simple/complex rules

▪ Apply retention 
schedules & legal hold

▪ AutoRedact PII, apply 
security access control

AutoClassification: Technology + Methodology 

TAG

Apply rich metadata

▪ Tag rich metadata, 
content/context

▪ Determine DocType, 
dupes/near dupes, ROT

▪ Tag for keywords, 
custom metadata

EMPLOY

Search & retrieve

▪ Records Retention

▪ Data/DSAR requests

▪ Legal hold

▪ Compliance

▪ Litigation

▪ M&A

MONITOR

For new data

▪ Automate processes 
for new & edited 
content (perpetual)

▪ Update/dynamic  
retention schedules

▪ Runs in background, 
no performance draw

EXPAND

To other areas

▪ + Data repositories

▪ + Use cases

▪ + Departments

▪ + On-demand 
    search & retrieval

▪ + Self-serve
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Onboarding & Operational Phases

Software 
Installation, 

Connectivity & 
Scoping 

Software Workflow 
and Configuration

Data Extraction 
Configuration 

Operational 
Processing

Review & Curation Delta Monitoring

Software Updates 
and Configuration 

Specification 
Changes

Baseline Setup, 
Configuration & Testing

• Install & test software

• Configure & test tags, rules & resulting data to ensure 
best outcome

• Small scale data processing – statistically sampling

1

Ongoing Operation, Compliance & 
Delta Monitoring

• Continually new/edited data

• Add new repositories

• Expand to other use cases

3

Operational Processing, 
Review & Curation

• High-volume, continued processing

• Spot-checks for data quality

• Removal/Quarantine of sensitive 
data

2
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Connecting to Data Stores

Outlook

Client & third-party cloud Valora cloud or Client cloud

Valora cloud or
Client Cloud

PowerHouse 
intake agent

Intake agent reads documents using public APIs 
and read-only service account credentials

PowerHouse
analyses content, applies 
& stores metadata tags 
and disposition rules

PowerHouse
output agent

PowerHouse delivers analysis & rich 
metadata to BlackCat data dashboard

Output agent moves, edits, redacts, and adds 
attribute tags to source documents using public 
APIs & read-write service account credentials

Client provides service account access 
credentials to document source systems

Windows
File shares

Sharepoint

Teams

OneDrive
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Roadblocks & Gotchas

No single group “pays for” ROT 
(IT? Legal? Compliance?)

People will resist 
cleaning up their data

Show people the risk

IT: “storage is cheap”, 
ROT is not a problem

Get them involved
Share the love.

Share the budget.



Pilot Use Case

Start with a 
compelling use case

▪ Quick and easy that will 
prove ROI quickly

▪ 1 content owner/ROT?

▪ Prove ROI

Build on Success

Build business case on 
pilot alone then expand

▪ Prove ROI functioning 
system

▪ Where to next?

▪ Additional use cases 
running on same 
platform

How to Get Started (how to get internal buy-in)

Spread the Word

Sharing is caring, expand 
internally

▪ Host internal showcases 
for mgmt
& other departments

▪ Design pilots that 
highlight important 
content, results or 
exposure points

Measure Results

Benchmark results and 
accuracy of pilot

▪ Accuracy of results?

▪ Increase guidance or 
seek SME? 

▪ What reporting was 
useful? What else is 
needed?

Look Forward

Always have an eye 
on future use cases

▪ What do you need for 
this application or use 
case?

▪ What will you need for 
future use cases?
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Responses to the “hell no.”
▪ Leave it:

Some organizations leave the dupes where they are as long as there is not 

no business risk to doing so.*

▪ Too Bad, So Sad:

“It’s policy: you have non-business content stored on corporate data stores & 

your dupes are taking up half a terabyte of storage”. “It is a breach risk.” 

Tip: delete the dupe and tombstone to where the master lives. 

▪ The Gradual Goodbye:

Keep the dupes where they there for 3 months, then move them to a “To Be 

Deleted” folder (with a tombstone). Keep them in the “To Be Deleted” folder 

for 6-12 months. If no one misses them in that time, then delete them.

▪ Obsolescence Risk*:

If the content exists, it is discoverable in a potential litigation. Regulated 

industries don’t mind a dupe or two handing around, it’s the obsolescent 

content that is the real risk of it existing when it should not but way of a) the 

law, b) industry regulations, and/or c) their own retention policies.



Q&A

Thank you!

Sandy Serkes
President & CEO

sserkes@valoratech.com

www.valoratech.com

Book a Demo

Webinar Series

/valora-technologies
Image result for linkedin icon

https://www.linkedin.com/company/valora-technologies/
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