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Biography: Ronald J. Hedges, JD

• United States Magistrate Judge, District of New Jersey, 1986-2007

• Senior Counsel, Dentons US LLP

• Lead Author, Managing Discovery of Electronic Information, Third 
Edition (Federal Judicial Center: 2017)

• Co-Senior Editor, The Sedona Conference® Cooperation 
Proclamation Resources for the Judiciary (all editions)

• Member, Committee on Technology and the Legal Profession, 
New York State Bar Association

• Co-Chair, Social Media Committee, Commercial & Federal 
Litigation Section, New York State Bar Association
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Biography: Ilana Lutman

• Information governance specialist at Daimler North America 
Corporation 

• Guest facilitator for Rutgers University Records Management 
Course,  week on information governance

• Past president of ARMA NJ Chapter 
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Why records are created and kept

• We speak of preservation of electronically stored information 
(ESI) for purposes of litigation. But ESI is created and retained for 
various reasons:
• Business needs
• Records retention policies (followed or not)
• Compliance with statutes / regulations

• What is interaction between these and duty to preserve?
• Austrum v. Federal Cleaning Contractors, Inc., No. 14-cv-81245 (S.D. Fla. 

Jan. 8, 2016).
• United States ex rel. Scutellaro v. Capitol Supply, Inc., Civil Action No. 10-

1094 (BAH) (D.D.C. Apr. 19, 2017).
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What records retention policies are 
and what these do (1)

• What exactly is a “record?” The classic definition, at least for the 
Federal Government: 
http://www.archives.gov/era/pdf/Functional-Requirements-and-
Attributes-for-Dec07-2005.pdf

• Translation = A record is reliable documentary evidence of a 
business process related to an organization’s business purpose
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What records retention policies are 
and what these do (2)

• This definition is much narrower than that of “document” for 
purposes of discovery:
• “Record” is not equal to “document” in the “possession, custody, or 

control” of a party or nonparty subject to a duty to preserve

• “Document” may be broader than “record” and subject to preservation 
and production. See Benefield v. Mstreet Entertainment, LLC, No. 13-cv-
1000 (M.D. Tenn. Feb. 1, 2016).

6



The obligation to retain

• What, if anything, might be a consequence of an organization’s
failure to comply with its own records retention policies?
• Brigham Young Univ. v. Pfizer, 282 F.R.D. 566 (D. Utah 2012) (“A violation 

of private corporate policy does not always equate to a violation of the 
law ***”)

• Begs the question: When does it, if ever?
• Spanish Peaks Lodge v. LLC v. Keybank Nat’l  Ass’n, 2012 WL 895465 

(W.D. Pa. Mar. 15, 2012) (considering whether parties “instituted a 
document retention policy for the sole and express purpose of 
destroying documents ***”)
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The duty to preserve (1)

• “Triggering” duty to preserve

• Scope of duty to preserve 
• Temporal

• “Spatial”
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The duty to preserve (2)

• Fed. R. Civ. P. 26(b)(1):
• “Scope in General. Unless otherwise limited by court order, the scope of 

discovery is as follows: Parties may obtain discovery regarding any 
nonprivileged matter that is relevant to any party's claim or defense and 
proportional to the needs of the case ***. Information within this scope 
of discovery need not be admissible in evidence to be discoverable.”
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The duty to preserve (3)

• Fed. R. Civ. P. 37(e):
• “Failure to Preserve Electronically Stored Information. If electronically 

stored information that should have been preserved in the anticipation 
or conduct of litigation is lost because a party failed to take reasonable 
steps to preserve it, and it cannot be restored or replaced through 
additional discovery, the court:

(1) upon finding prejudice to another party from loss of the information, may order 
measures no greater than necessary to cure the prejudice; or

(2) only upon finding that the party acted with the intent to deprive another party of 
the information’s use in the litigation may,
(A) presume that the lost information was unfavorable to the party;
(B) instruct the jury that it may or must presume the information was unfavorable 

to the party; or
(C) dismiss the action or enter a default judgment.”
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The duty to preserve (4)
• CPLR 3101(a):

• “There shall be full disclosure of all matter material and necessary in the 
prosecution or defense of an action, regardless of the burden of proof, 
by:

(1) a party, or the officer, director, member, agent or employee of a party;

(2) a person who possessed a cause of action or defense asserted in the action;

(3) a person about to depart from the state, or without the state, or residing at a 
greater distance from the place of trial than one hundred miles, or so sick or infirm 
as to afford reasonable grounds of belief that he or she will not be able to attend 
the trial, or a person authorized to practice medicine, dentistry or podiatry who 
has provided medical, dental or podiatric care or diagnosis to the party demanding 
disclosure, or who has been retained by such party as an expert witness;  and

(4) any other person, upon notice stating the circumstances or reasons such 
disclosure is sought or required.”
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The duty to preserve (5)

• Pegasus Aviation I, Inc. v. Varig Logistica S.A., 26 N.Y.3d 543 
(2015)

• Arbor Realty Funding, LLC v. Herrick, Feinstein LLP, 140 A.D.3d 
607 (2016)
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Defensible destruction: Process-
related questions (1)

• Who is responsible for disposition of ESI?
• Is disposition undertaken through a specific process?
• What “value” judgments are made by decisionmakers in creating and 

implementing the process?
• Who is delegated responsibility for implementing the process?
• Are those responsible for implementing the process trained?
• Is implementation of the process audited or verified?
• What steps are taken to ensure that the process is implemented 

consistently, both on a given date and over time?
• What means are available to “correct” implantation of the process as 

needed, in terms of value judgments, decisionmakers, implementing 
personnel, training and the like?
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Defensible destruction: Process-
related questions (2)

• Is there a written “job” description for everyone involved in the 
process?

• Other than whatever discretion is afforded to decisionmakers in 
creating the process, what discretion is afforded to others in 
implementing the process? Is that latter discretion, if any, limited 
by rules?

• Is there a reporting mechanism within the organization to report 
“upsteam” any failure to comply with the process? 

14



Defensible destruction: Risk 
management-related questions

• Has the particular information been accessed?

• When was the last date of access?

• Who accessed and why?

• What do records schedules inform about what information exists?

• Is there anything in the information related to actual or reasonably 
foreseeable litigation or investigation?
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QUESTIONS?

CLOSING COMMENTS

THANK YOU
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Resources

• “Guidance on Disposing of Electronic Devices and Media,” July 2018 OCR 
Cybersecurity Newsletter (HHS Office for Civil Rights), 
https://www.hhs.gov/sites/default/files/cybersecurity-newsletter-july-2018-
Disposal.pdf

• The Sedona Conference Commentary on Information Governance, Second Edition
(Public Comment Version: Oct. 2018), 
https://thesedonaconference.org/download-publication?fid=3080

• The Sedona Conference Principles and Commentary on Defensible Disposition 
(Public Comment Version: Aug. 2018), 
https://thesedonaconference.org/download-publication?fid=3011

• M.B. Haugen, “Power Down: Best Practices for Managing and Decommissioning 
Legacy Systems,” Journal of AHIMA 24 (Jan. 2018), 
https://www.thehaugengroup.com/power-down-best-practices-for-managing-
and-decommissioning-legacy-systems/
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Resources

• R.J. Hedges, “Sentencing Guidelines, Corporate Governance and 
Information Management,” 14 DDEE 238 (2014) (in materials)

• R.J. Hedges, “What Might Be ‘Reasonable Steps’ to Avoid Loss of 
Electronically Stored Information?” 18 DDEE 143 (2018) (in materials) 

• R. Kissel, et al., Guidelines for Media Sanitization (NIST Special Pub. 800-88 
Revision 1: Dec. 2014), 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf

• “Legacy Decommissioning: Good for the Budget, Good for Compliance” 
(OpenText: Undated), 
http://docs.media.bitpipe.com/io_12x/io_123553/item_1146764/Legacy%
20Decommissioning%20Good%20for%20the%20Budget.pdf
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